
CyberSEAS: Recommendations for 
Certification and Standardization

1

Anas Husseis

July 2023



CyberSEAS in a nutshell

► 26 organisations and 10 supporting organisations

► 3 years (startied on 01/10/2021)

► Objective: protecting EPES interconnected data and systems against 
cyber threats with the highest impact in terms of:
► Business continuity of energy distribution

► Safety

► Substantial damages to infrastructures

► Critical privacy breaches

► Delivering 30 solutions and services
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HSbooster
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► Positive experience!

► CyberSEAS had valuable discussions with the expert from Hsbooster.

► Confirmed doubts.

► We planned a high-level approach.



Standardization Approach 
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► The objective of this investigation is to investigate the cybersecurity readiness of

CyberSEAS infrastructures to obtain certification following global cybersecurity

standards and frameworks.

► Investigate how CyberSEAS tools and solutions can support these infrastructures in

adhering to these standards and frameworks.

► Accordingly, this approach suggests pursuing the certificate by the infrastructure

and not by the individual owners of CyberSEAS tools.

► The study will involve the integration of CyberSEAS tools in the potential certificate

process of the pilots’ infrastructures.

► Why aren’t we investigating the certification of CyberSEAS tools?

✔ Approved by HSbooster expert!



How?  
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1. Provide a comprehensive study (to a degree that does not expose the

infrastructures’ critical information) of the infrastructures’ current cybersecurity

practices and readiness according to global cybersecurity standards.

2. Provide a comprehensive study of current standards and select the most

appropriate approach to adopt for T8.5.

3. Identify scopes of improvement and define recommendations to address any gaps

in the infrastructures cybersecurity strategies in order to obtain certification.

4. Analyse CyberSEAS tools that can support the infrastructures in adhering to the

identified cybersecurity standards and frameworks.

5. Develop a plan to implement the recommended improvements and CyberSEAS

tools and create a roadmap for obtaining certification.



Methodology Derived from IEC 62443
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CyberSEAS Contributions to Compliance (1)
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IEC 62443-4-2

FR1 41

FR2 33

FR3 41

FR4 11

FR5 7

FR6 8

FR7 21

SAR 5

EDR 22

HDR 22

NDR 24

IEC 62443-4-1

Practice 1 19

Practice 2 11

Practice 3 8

Practice 4 5

Practice 5 44

Practice 6 28

Practice 7 19

Practice 8 29



CyberSEAS Contributions to Compliance (2)
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Discussion
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