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® Regulations provide: Rules, Norms, Obligations, Requirements

® Regulations can be general (horizontal) or specific (vertical) for a sector

e Compliance vis. Compliant means satisfying norms, requirements, etc.

e Conformance vis. Conformant means implementing norms, requirements, etc.

e Standards provide a common agreement on what the 'implementing' part should be -
which makes it easier to consistently check compliance

e With this in mind, several regulations and guidance recommend use of Standards
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L Standards within the Project Lifecycle

Regulatory requirements need Regulatory requirements must
to be integrated within the be demonstrable and

project design/architecture adaptable to new uses

Product
Management Processes 0O Auditing
Quality Assurance Certification
Risk Management Sectoral Standards O Conformity Assessment
e.g. Cloud Technology

Prototype Use

Regulatory requirements must Regulatory requirements
be operationalised within become a liability - essential to
processes and outputs assert quality and safety
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e |SO 27001 requires:

o Scoping: determine scope of information management system

o Risk Assessment: security risks and how to manage them

o Gap Analysis: compare existing implementation to identify improvements

o Development: implement necessary controls

o Audit (Internal): assess the effectiveness and compliance with 27001
e Certification Audit: independent certification audit by an accredited certification body

to assess compliance

o if audit is 'passed', ISO/IEC 27001 certification is awarded

o if auditis 'failed', go back to assessment, analysis, and development and apply again
® Regulation:

o easy to check what is in place - common terms and activities with Standard

o easy to check compliance - audits typically satisfy requirements to some degree

o implementation of "best practice", "guidelines"”, and "domain expertise"
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Example: Risk Management (31000 series)

All projects require Risk Management
Standards define a process

Risk Identification - types, categories
Risk Analysis - scoring for impact

Risk Evaluation - what can we do?
Risk Treatment - how do we do it?

Integrate into design & implementation

v

Communication and Consultation

Governance, Stakeholders and Community of Interest

Step 1. Establishing the Management Context

What are we trying to achieve
and who is responsible for achieving it?

v

Risk Assessment

Step 2. Risk Identification

Where are the risks that may result
in failure to meet the policy objective?

v

Step 3. Risk Analysis

What is the effectiveness of management
measures that act as barriers to a risk event?

v

Step 4. Risk Evaluation

Do we need to act to reduce the risk events?

v

Step 5. Risk Treatment

How should we act to reduce the risk event and
ensure resilient socio-ecological systems?
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There are no perfect standards, only useful ones

HOW STANDARDS PROLIFERATE:
(6E: A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, £TC)

M?! RIDICULOULS! [Soon:]
WE NEED To DEVELOP
SITUATION: || SEUWVERAL SHOR0 | | STUATION:
THERE ARE || USE CASES. gy, || THEREARE
M COMPETNG ||\ || 15 comPETiNG

https://xkcd.com/927/
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